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Follow  us  on  Twitter  Check  our  Reddit  Twitter  this  Digg  this  page  Contact  us  on  IRC 
courage  is  contagious 

Viewing  cable  09STATE77523, 

If  you  are  new  to  these  pages,  please  read  an  introduction  on  the  structure  of  a cable  as  well  as  how  to  discuss  them  with  others.  See  also  the  FAOs 

Understanding  cables 

Every  cable  message  consists  of  three  parts: 

• The  top  box  shows  each  cables  unique  reference  number,  when  and  by  whom  it  originally  was  sent,  and  what  its  initial  classification  was. 

• The  middle  box  contains  the  header  information  that  is  associated  with  the  cable.  It  includes  information  about  the  receiver(s)  as  well  as  a general  subject. 

• The  bottom  box  presents  the  body  of  the  cable.  The  opening  can  contain  a more  specific  subject,  references  to  other  cables  (browse  bv  origin  to  find  them)  or 
additional  comment.  This  is  followed  by  the  main  contents  of  the  cable:  a summary,  a collection  of  specific  topics  and  a comment  section. 

To  understand  the  justification  used  for  the  classification  of  each  cable,  please  use  this  WikiSource  article  as  reference. 

Discussing  cables 

If  you  find  meaningful  or  important  information  in  a cable,  please  link  directly  to  its  unique  reference  number.  Linking  to  a specific  paragraph  in  the  body  of  a cable  is  also 
possible  by  copying  the  appropriate  link  (to  be  found  at  theparagraph  symbol).  Please  mark  messages  for  social  networking  services  like  Twitter  with  the  hash  tags 
#cablegate  and  a hash  containing  the  reference  ID  e.g.  #09STATE77523. 

Reference  ID  Created  Released  Classification  Origin 

09STATE77523  2009-07-24  17:36  201 1-08-30  01:44  SECRET  Secretary  of  State 
Appears  in  these  articles: 

http://www.aftenposten.no/spesial/wikileaksdokumenter/article3988318.ece 
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INFO  MISSILE  TECHNOLOGY  CONTROL  REGIME  COLLECTIVE 

SECRET  STATE  077523 

SIPDIS 

E.O.  12958:  DECL : 07/24/2034  TAGS:  ETTC  PARM  PREL  MTCRE  MNUC  UP  IR 
Classified  By:  ISN/MTR  DIRECTOR  PAM  DURHAM  FOR  REASONS  1.4  (B),  AND  (D). 
f.  1 ■ (U)  This  is  an  action  request.  Embassy  Kyiv  please  see  para  3. 

T2 . (S)  Background/Objectives:  The  United  States  has  information  indicating  that  as  of  early  2009,  Irans  Malek-Ashtar  University  of  Technology 
f.3 . (U)  Action  Request:  Request  Embassy  Kyiv  approach  appropriate  Ukrainian  government  officials  to  deliver  talking  points  in  paragraph  4 belov 
14.  ( SECRET/ /REL  UKRAINE)  BEGIN  TALKING  POINTS/NON-  PAPER: 

— We  would  like  to  alert  you  to  a matter  of  proliferation  concern  and  request  your  assistance  in  investigating  this  activity. 

— We  have  information  from  early  2009  indicating  that  Irans  Malek-Ashtar  University  of  Technology  (MUT),  as  in  years  past,  is  continuing  to  sp 

— Malek-Ashtar  University  of  Technology  is  subordinate  to  Irans  Ministry  of  Defense  and  Armed  Forces  Logistics  (MODAFL),  and  provides  instruct 

— DIO  is  sanctioned  under  United  Nations  Security  Council  Resolution  1737  for  its  involvement  in  Irans  nuclear  program. 

— AIO  is  the  entity  with  overall  authority  over  Irans  missile  program,  including  the  ballistic  missile  entities  SBIG  and  SHIG  - both  of  which 

— Malek-Ashtar  University  of  Technology  previously  has  received  training  in  the  subject  of  integrated  navigational  systems  from  Ukrainian  enti 

— Integrated  navigational  systems  can  be  used  in  the  guidance  and  control  of  ballistic  missiles,  cruise  missiles  and  unmanned  aerial  vehicles. 

— We  are  providing  this  information  to  inform  your  export  control  process  and  strongly  urge  you  to  take  measures  to  ensure  that  Ukrainian  indi 

— We  would  appreciate  hearing  of  any  actions  your  government  takes  in  response  to  this  information  and  look  forward  to  discussing  this  at  the 
f.5 . (U)  Please  contact  ISN/MTRs  John  Paul  Herrmann  with  any  questions  or  follow-up  related  to  this  case 


